Required wording for Third Party Contracts which process credit cards

Service Providers and third party providers and the “UMASS merchant” represent and
warrant to the other party that it is Payment Card Industry Data Security Standard (PCI
DSS) compliant and shall remain compliant during the term of the agreement. In the
case of a third party application, the application will be listed as PA DSS compliant at the
time of implementation by the University. In either situation, should either party become
non-compliant during the term, the non-compliant party shall promptly notify the other
party of its non-compliance status. Both parties are responsible for the security of the
cardholder data that is in such party’s control or possession, as mandated by PCI DSS
in the performance of their individual and mutual responsibilities under this Agreement.



