
UMass Secure Access - Fundamentals

Created on Wednesday, April 07, 2010
Table of Contents

1UMass Secure Access - Fundamentals


1Navigating Overview


1Understanding the Secure Access Login Page


4Logging in to a Secure Access Enterprise Application


10Accessing Multiple Secure Access Enterprise Applications


18Logging out of a Secure Access Enterprise Application




UMass Secure Access - Fundamentals

The Secure Access Login page enables users to access multiple Secure Access Enterprise Applications with one account and password.  You no longer have to login to each application separately.  Now you just login to one Enterprise Application to access all Secure Access Enterprise Applications within the same browser session.  

 

For example, if you login to the HR Direct Application through the Secure Access Login page and navigate to the Summit Application within the same browser window or a new tab, you will automatically be navigated to the Summit Application Home page.

 

Current Secure Access Enterprise Applications:
· UMass Effort Certification (eCert) Enterprise Application   

· UMass Finance (e*mpac) Enterprise Application 

· UMass Human Capital Management (HR Direct) Enterprise Application  

· UMass Reporting (Summit) Enterprise Application

Important:  Access to applications is based on your campus security.  
 
Navigating Overview

The Secure Access Login page streamlines the Enterprise Application login process.  In this lesson, you will learn how to:

· Understand the Secure Access Login page  

· Log in to a Secure Access Enterprise Application  

· Log out of a Secure Access Enterprise Application  

· Access Multiple Secure Access Enterprise Applications

Understanding the Secure Access Login Page

The Secure Access Login page is utilized to access your Secure Access Enterprise Applications.  This topic will provide you with a brief overview of the Secure Access Login page.

 

Procedure

Consider this scenario:
Your goal is to review the Secure Access Login page.

	Step
	Action

	1.  
	When you click a Secure Access Enterprise Application link, you receive the Secure Access Login page.  

	2.  
	The Secure Access Login page is tied to all Secure Access Enterprise Applications.  

Once you login to one Secure Access Enterprise Application (e.g., HR Direct), you can access all your Secure Access Enterprise Applications within the same browser session without logging in again (e.g., eCert, Finance, Summit).

Important:  Access to applications is based on your campus security.

	3.  
	This ability to move from one application to the next application with the same account credentials is known as single sign on.  Login once to all your Secure Access Enterprise Applications.  It's that simple.

Review the Accessing Multiple Secure Access Enterprise Applications topic for more information.

	4.  
	Important:  Keep in mind that you must use the same browser session to access all Secure Access Enterprise Applications.  If you open a new browser session using the browser icon on your desktop, you will be prompted with the Secure Access Login page.

Please review the Accessing Multiple Secure Access Enterprise Applications topic for more information on how to access multiple applications within one browser session.

	5.  
	When you login through the Secure Access Login page, you must complete the following required fields:  Campus User ID, Password, and Campus.

Please refer to the Logging in to a Secure Access Enterprise Application topic for more information.

	6.  
	Use the Forgot Password? link to access the Forgot Password page, which provides you with links to all six campuses.  Then click your campus link for Forgot Password instructions.
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	Step
	Action

	7.  
	Click the Forgot Password? link.
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	8.  
	Return to the Secure Access Login page.

Click the Back to Login link.
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	9.  
	Use the Need Help? link to access the Need Help page should you encounter any issues logging in to a Secure Access Enterprise Application.

Once on the Need Help page, click your campus link for Help Desk information.

	10.  
	Click the Need Help? link.
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	11.  
	Return to the Secure Access Login page.

Click the Back to Login link.
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	12.  
	Congratulations!  You have successfully reviewed the Secure Access Login page.

End of Procedure.


Logging in to a Secure Access Enterprise Application

In this topic, you will learn how to:

· Log in to a Secure Access Enterprise Application  

· Save the Secure Access Enterprise Application as a favorite or bookmark.

Logging in to a Secure Access Enterprise Application is just like opening a secured page on an Internet website (ex. PayPal).  

 

Click the Enterprise Application link provided by your campus.  You will then be prompted with the Secure Access Login page.  You must enter the following login credentials:  

· Campus User ID  

· Password  

· Campus

When you click the login button, you will be routed to the Secure Access Enterprise Application Home page (e.g. HR Direct).   You should save the application Home page as a favorite or bookmark depending on your browser (ex. HR Direct Home page).  

 

Important:  Do not save the Secure Access Login page as a favorite; it is not intended as direct access to your Enterprise Applications.

 

Procedure

Consider this scenario:
Your goal is to log in to a Secure Access Enterprise Application.

Key Information:
In this example, you will log in to the HR Direct Enterprise Application.
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	Step
	Action

	1.  
	Your campus should provide you with the Enterprise Application URL and any campus-specific logon instructions.  

Once you click the Enterprise Application link or enter the URL into your browser, you will be directed to the Secure Access Login page before proceeding to the Enterprise Application Home page.

The following Enterprise Applications currently use the Secure Access Login page:  

- UMass Effort Certification (eCert) Enterprise Application

- UMass Finance (e*mpac) Enterprise Application

- UMass Human Capital Management (HR Direct) Enterprise Application

- UMass Reporting (Summit) Enterprise Application

	2.  
	Use the Secure Access Login page to enter your Campus User ID, Password, and Campus.

	3.  
	The Campus User ID is the same as the campus account name you use to log in to your UMass email and/or computer.

	4.  
	An example of your Campus User ID login format is as follows:

Name:  John Smith

Amherst: jsmith (Employee); jsmith@student.umass.edu (Student)

Boston: John.Smith@umb.edu (Employee); John.Smith001@umb.edu (Student)

Dartmouth: jsmith (Employee and Student)

Lowell: John_Smith@uml.edu (Employee); John_Smith@student.uml.edu (Student)

President's Office: jsmith

Worcester: SmithJ (Employee and Student)

For this example, John Smith is an employee at UMass Dartmouth.
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	Step
	Action

	5.  
	Enter the desired information into the Campus User ID field. 

Enter "jsmith".

	6.  
	The Password is the same password you use with your campus account.

Note:  If you change your network password, remember to use that new password here.

	7.  
	Enter the desired information into the Password field. 

Enter "October7&".

	8.  
	Click the Campus list.
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	9.  
	Click the Dartmouth list item.
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	10.  
	Click the Login button.
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	Step
	Action

	11.  
	The Secure Access Enterprise Application opens to the Home page.

	12.  
	When you log in to the Secure Access Enterprise Application for the first time, you should save the Home page as a favorite. 

In this example, you will save the HR Direct Home page as a favorite.

Important:  Do not save the Secure Access Login page as a favorite; it is not intended as direct access to your Enterprise Applications. 

	13.  
	In this example, you are using Internet Explorer as your browser.  If you utilize Firefox as your browser, you will save the Home page as a bookmark rather than a favorite.
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	Step
	Action

	14.  
	Click the Favorites menu.
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	15.  
	Click the Add to Favorites... list item.
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	Step
	Action

	16.  
	Enter the desired information into the Name field. 

Enter "HR Direct".

	17.  
	Click the Add button.
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	18.  
	The Secure Access Enterprise Application is now saved as a favorite.

	19.  
	Once you log in to one Secure Access Enterprise Application, you no longer have to access each application separately.  Now you just log in to one Enterprise Application to access all Secure Access Enterprise Applications within the same browser session.  

For example, if you log in to the HR Direct Application through the Secure Access Login page, open a new browser tab, and navigate to the Summit Application, you will automatically be redirected to the Summit Home page.

For more information, please refer to the Accessing Multiple Secure Access Applications topic.

	20.  
	Congratulations!  You have successfully logged in to a Secure Access Enterprise Application.

End of Procedure.


Accessing Multiple Secure Access Enterprise Applications

Once you login to a Secure Access Enterprise Application using the Secure Access Login page, you can navigate to other Secure Access Enterprise Applications within the same browser session without logging in again.

 

There are three ways of accessing additional Secure Access Enterprise Applications:

· Open a new tab within the same browser session. 

· Navigate to the next application within the current tab. 

· Open a new window within the same browser session.

Procedure

Consider this scenario:
Your goal is to access multiple Secure Access Enterprise Applications in one browser session.

Key Information:
Enterprise Applications:  HR Direct and Summit
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	Step
	Action

	1.  
	The Secure Access page enables you to access multiple Enterprise Applications with your campus account and password.  You no longer have to log in to each application separately.  Now you just log in to one Enterprise Application to access all Secure Access Enterprise Applications.

Once you have logged in to one Secure Access Enterprise Application, you can use one of the following options to access additional Secure Access Enterprise Applications within that browser session:

1.  Open a new tab within the same browser session.

2.  Navigate to the next application within the current tab.

3.  Open a new window within the same browser session.

Important:  Do not open a new browser session to access an additional Secure Access Enterprise Application.

	2.  
	In this example, you are currently logged in to the HR Direct Application.  

Please refer to the Logging in to a Secure Access Enterprise Application topic (UMass Secure Access - Fundamentals: Navigating Overview) for additional login information.

	3.  
	Reminder:  Do not use the Internet Explorer icon on your desktop to access an additional Secure Access Enterprise Application.  When you click this icon, you are actually opening a new browser session.  You will be prompted with the Secure Access Login page if you access a Secure Access Enterprise Application using this icon.
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	Step
	Action

	4.  
	First, let's open a new tab to access another Secure Access Enterprise Application.

Click the New Tab button.
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	Step
	Action

	5.  
	Click the Favorites menu.
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	6.  
	Reminder:  You should save your Secure Access Enterprise Applications as favorites/bookmarks.  

Please refer to the Logging in to a Secure Access Enterprise Application topic (UMass Secure Access - Fundamentals: Navigating Overview) for more information on saving favorites.

	7.  
	Click the Oracle BI Interactive Dashboards list item.
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	Step
	Action

	8.  
	You have accessed an additional Secure Access Enterprise Application by opening a new tab in the current browser session.

Note that you were automatically navigated to the Summit Application's Home page.  Once you are logged in to one Secure Access Enterprise Application, you will not need to log in to other Secure Access Enterprise Applications you access in the same browser session.

	9.  
	Now let's close the new tab.

Remember that you should not log out of the Secure Access Enterprise Application if you are currently working in other Secure Access Enterprise Applications.

Click the Close Tab button.
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	Step
	Action

	10.  
	You are returned to the original browser tab.

Now let's access another Secure Access Enterprise Application from the current browser tab.

Remember to save all your work in the current application before navigating to the next application.

	11.  
	Click the Favorites menu.
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	12.  
	Click the Oracle BI Interactive Dashboards list item.
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	13.  
	You have accessed another Secure Access Enterprise Application from the current browser tab.
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	Step
	Action

	14.  
	Lastly, let's open a new window and navigate to another Secure Access Enterprise application.

Click the File menu.
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	15.  
	Click the New Window list item.
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	Step
	Action

	16.  
	A new browser window opens.

Click the Favorites menu.
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	17.  
	Click the HR Direct list item.
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	18.  
	You have accessed another Secure Access Enterprise Application from a new window in the current browser session.
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	Step
	Action

	19.  
	Reminder:  When logging out of one application, keep in mind that you will be logged out of all Secure Access Enterprise Applications.

If you want to log out of all Secure Access Enterprise Applications, log out and close out of all browser windows to end your session.

Please refer to the Logging out of Secure Access Enterprise Applications topic (UMass Secure Access - Fundamentals: Navigating Overview) for more information.

	20.  
	Congratulations!  You have successfully accessed multiple Secure Access Enterprise applications.

End of Procedure.


Logging out of a Secure Access Enterprise Application

When you log in to a Secure Access Enterprise Application, you use your campus account and password.  Your campus account and password is tied to all your Secure Access Enterprise Applications:  

· UMass Effort Certification (eCert) Enterprise Application   

· UMass Finance (e*mpac) Enterprise Application 

· UMass Human Capital Management (HR Direct) Enterprise Application  

· UMass Reporting (Summit) Enterprise Application

When you logout of a Secure Access Enterprise Application, keep in mind that you will be logged out of all Secure Access Enterprise Application sessions. 

 

For example, if you are currently accessing HR Direct and Summit, you will be logged out of both when you log out of one.  You can navigate to and from applications without logging out.  Please do not close out of your browser session or click the logout button if you want to continue accessing your Secure Access Enterprise Applications.  

 

If you would like to sign out of all Secure Access Enterprise Applications, please make sure you also close out of the browser to end your session.

 

Procedure

Consider this scenario:
Your goal is to log out of a Secure Access Enterprise Application.

Key Information:
In this example, you will log out of the HR Direct Application.
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	Step
	Action

	1.  
	Important:  When you log in to a Secure Access Enterprise Application, you use your campus account and password.  Your campus account and password is tied to all your Secure Access Enterprise Applications:  eCert, Finance, HR Direct, and Summit.

When you sign out of one Secure Access Enterprise Application, keep in mind that you will be logged out of all Secure Access Enterprise Applications within that browser session.

For example, if you are currently accessing HR Direct and Summit, you will be logged out of both when you log out of one.  Please do not click the Sign out button if you want to continue accessing your Secure Access Enterprise Applications.

	2.  
	If you would like to sign out of all Secure Access Enterprise Applications, please make sure you click the application Sign out link.  You should also close out of the browser and any additional browser tabs and windows to end your session.
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	Step
	Action

	3.  
	Click the Sign out link.
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	Step
	Action

	4.  
	Close your browser session.

Click the Close button.
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	Step
	Action

	5.  
	Congratulations!  You have successfully logged out of a Secure Access Enterprise Application.

End of Procedure.
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