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UMass Secure Access Management

Secure Access Management (SAM) is the behind-the-scenes user security administration tool for all Secure Access Enterprise Applications.  The following Enterprise Applications currently utilize SAM:

· UMass Finance (e*mpac) Enterprise Application  

· UMass Human Capital Management (HR Direct) Enterprise Application    

· UMass Reporting (Summit) Enterprise Application

In this module, you will learn how to:

· Search for a User  

· View User Information  

· Manage User Information  

· Run Reports

Note:  Users with read-only access to SAM (example: Data Custodians) have access to search for a user, view user information, and run reports.  Security Administrators have access to search for a user, manage user information, and run reports.  

 

 

Searching for a User

The Manage User page allows you to search for existing users within Security Access Management (SAM).  

 

In this lesson, you will learn how to:

· Conduct a User Search

Conducting a User Search

You can use the Manage User page to run a basic search or detailed search for a user within the Secure Access Management (SAM) system.

 

In this topic, you will conduct the following searches:

· Search using the EmplID (Recommended Method)  

· Search using one Wildcard  

· Search using multiple Wildcards

Important:  If your search results do not retrieve a match, you can clear your search criteria and start a new search.  Also, please use SAM's navigation to navigate within the application.  Do not click the back button on your browser; you will lose access to SAM if you click the back button.

 

Procedure

Consider this scenario:
Your goal is to conduct a user search.

Key Information:
Employee ID:  99911124

Last Name:  Rice

First Name:  Marybeth
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	Step
	Action

	1.  
	Begin by navigating to the Manage User page.

Click the Users link.
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	2.  
	Click the Manage link.
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	Step
	Action

	3.  
	Use the Manage User page to search for an existing user within Secure Access Management.  

	4.  
	Note that there are four rows of search criteria.  You can enter up to four search criteria values when conducting a search.

	5.  
	Let's conduct a search on one search criteria value.

Click the Search list.
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	6.  
	You have several options for your search criteria, including searching on a user's Last Name, First Name, or Employee ID.

It is recommended that you search on a user's Employee ID.

	7.  
	In this example, you want to search for a user based on his or her Employee ID.

Click the Employee ID list item.
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	8.  
	Enter the desired information into the Search field. 

Enter "99911124".

	9.  
	Click the Search User button.
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	Step
	Action

	10.  
	Your search criteria returns one search result.

However, if you do not know the user's Employee ID, you can search based on other search criteria, including Last Name and First Name.

	11.  
	Now let's search for a user by Last Name.

Use the Clear button to remove your previous search criteria.

Click the Clear button.
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	12.  
	If you want to navigate away from the Manager User page, use the Navigation Menu on the left to navigate between pages.

Important:  Never click the back button on your browser to return to previous page.  If you click the back button, you will receive an error page.

	13.  
	Click the Search list.
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	14.  
	Click the Last Name list item.
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	15.  
	When entering search criteria, you can use a wildcard.  In this example, we will search on a portion of the last name and include an asterisk at the end of the value.

	16.  
	Enter the desired information into the Search field. 

Enter "Ric*".
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	Step
	Action

	17.  
	Click the Search User button.
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	18.  
	The search criteria used returns several results.

You can use the Next link to navigate to the next page of results.  You can also use the Last link to navigate to the last page of the search results.
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	Step
	Action

	19.  
	Click the Next link.
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	20.  
	Return to the previous page of results by clicking the Previous link.  You can also use the First link to return to the first page of your results.

Click the Previous link.
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	21.  
	You want to narrow down your search results.  You can add more search criteria to the current search criteria displayed.

In this example, let's enter a second row of search criteria for First Name.

	22.  
	Click the Search 2 list.
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	23.  
	Click the First Name list item.
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	24.  
	Enter the desired information into the Search 2 field. 

Enter "M*".

	25.  
	Click the Search User button.
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	26.  
	Your search criteria returns one search result.  

You can navigate to that user's details by clicking the User ID.

Click the User ID link.
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	Step
	Action

	27.  
	You can now review the User Detail page to verify that you have selected the correct user profile.  

Please see additional Secure Access Management topics to assist you with any user updates you need to make.

	28.  
	Congratulations!  You have successfully conducted a user search.

End of Procedure.


Viewing User Information (Read-Only Access)

This lesson is for those with read-only access to SAM (example: Data Custodians).  

 

In this lesson, you will learn how to:

· View Permission Lists and Access Flags  

· View the Roles for a User

Viewing Permission Lists and Access Flags

Use the Resource Profile page to access the OID User window, where you can view permission lists and application access flags.

 

Procedure

Consider this scenario:
Your goal is to view permission lists and access flags for a user.

Key Information:
First Name:  Dennis

Last Name:  Bacigalupo
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	Step
	Action

	1.  
	Begin by navigating to the Resource Profile page.

Click the You can view additional details about this user list.
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	2.  
	Click the Resource Profile list item.
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	3.  
	The Resource Profile page provides you with all resources associated to the user.

You should always use the OID User Resource Name to view permission lists.

	4.  
	Note the navigation path at the top of the page.  This navigation path, also known as breadcrumbs, can be used to return to a previous page.

You can also use the Navigation Menu on the left to navigate between pages.

Important:  Never click the back button on your browser to return to previous page.  If you click the back button, you will receive an error page.

	5.  
	You want to view a permission list in the OID User information.

Click the View link.
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	Step
	Action

	6.  
	Use the OID User window to view the user's permission lists and access flags.

	7.  
	In this example, note the FIN Primary Permission list is FSALLPP.
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	Step
	Action

	8.  
	Click the Close button.
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	9.  
	Congratulations!  You have successfully viewed permission lists and access flags for a user.

End of Procedure.


Viewing the Roles for a User

Use the Resource Profile page to access the OID User window.  You can then access the OID User Group window to view the user's assigned roles.

 

Procedure

Consider this scenario:
Your goal is to view the roles for a user.

Key Information:
First Name:  Dennis

Last Name:  Bacigalupo
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	Step
	Action

	1.  
	Begin by navigating to the Resource Profile page.

Click the You can view additional details about this user list.
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	2.  
	Click the Resource Profile list item.
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	Step
	Action

	3.  
	The Resource Profile page provides you with all resources associated to the user.

You should always use the OID User Resource Name to view roles.

	4.  
	You want to view a user role in the OID User information.

Click the View link.
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	Step
	Action

	5.  
	Use the OID User window to view the user's permission lists and access flags.

	6.  
	Click the You can view additional details about this user list.
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	7.  
	Click the OID User Group list item.
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	Step
	Action

	8.  
	In this example, the user has two roles:  FS_Core Team_TST and FS_PSOFTUSER.
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	Step
	Action

	9.  
	Click the Close button.
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	10.  
	Congratulations! You have successfully viewed roles for a user.

End of Procedure.


Managing User Information (WriteAccess)

In this lesson, you will learn how to:

· Update a Permission List  

· Set an Application Access Flag  

· Grant a Role to a User  

· Revoking a Role from a User

Important:  Topics contained in this lesson are for Security Administrators only.

Updating a Permission List

Use the Resource Profile page to access the user's OID resource information.  You can add or update a user's permission lists, application access flags, or roles.

 

In this topic, you will add a permission list to the user's OID resource information.

 

Procedure

Consider this scenario:
Your goal is to update a permission list.

Key Information:
Permission List:  FSALLPP
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	Step
	Action

	1.  
	Begin by navigating to the Resource Profile page.

Click the You can view additional details about this user list.
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	2.  
	Click the Resource Profile list item.
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	Step
	Action

	3.  
	The Resource Profile page provides you with all resources associated to the user.

You should only access the OID User resource to update a permission list.

	4.  
	Note the navigation path at the top of the page.  This navigation path, also known as breadcrumbs, can be used to return to a previous page.

You can also use the Navigation Menu on the left to navigate between pages.

Important:  Never click the back button on your browser to return to previous page.  If you click the back button, you will receive an error page.

	5.  
	Click the Edit link.
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	Step
	Action

	6.  
	Use the OID User window to update the user's permission lists and access flags.

Important:  The only fields you can edit on this page are the permission lists, access flags, and roles.  All other user data is read-only.

	7.  
	Click the Vertical scrollbar.



	8.  
	Let's add a permission list.

Click the View Lookup Details button next to the appropriate permission list field.
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	Step
	Action

	9.  
	Use the Select Permission List window to select the appropriate list.  

If the value you want to use does not display on the first page, you can either search for the value or click the Next>> link at the bottom of the window to scroll through the values.

	10.  
	Click the Next>> link.
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	Step
	Action

	11.  
	In this example, you will select the FSALLPP option.

Click the FSALLPP option.
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	12.  
	Click the Select button.
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	13.  
	Click the Save button.
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	14.  
	Congratulations!  You have successfully updated a permission list.

End of Procedure.


Setting an Application Access Flag

Use the Resource Profile page to access the user's OID resource information.  You can add or update a user's permission lists, application access flags, or roles.

 

You can add or override an application access flag.  In this topic, you will override an application access flag in the user's OID resource information.

 

Procedure

Consider this scenario:
Your goal is to override an application access flag.

Key Information:
Access Flag:  HCM Access Flag


 

[image: image53.png]ORACLE Identity Manager

User Detail
“This is information about the user.

You can view additional details about this user.  Select.

IS

UseriD 9110054488 EMPL_DAR_END_DATE

FirstName Marybeth EMPL_BOS_END_DATE  May 23,2004
Middle Name 0 EMPL_ANH_END_DATE

LastName Rice Employee ID 99911124
Status Active 181810 72300451
Organization UmASS HCM Access Flag Y

UserType End-User HCM Privacy Flag N

Employes Type Employee IDM Email

Manager ID STU_PO_EMAIL I
Email STU_WOR_EMAIL

User Disabled O STU_BOS_EMAIL

User Locked O STU_LOW_EMAIL

Start Date WsAID

EndDate STU_BOS_LOGIN

Provisioning Date: STU_LOW_LOGIN

Provisioned Date: May 6, 2009 STU_PO_LOGIN

Deprovisioning Date STU_WOR_LOGIN

Deprovisioned Date: EMPL_BOS_FLAG N

Change Password atnextiogon [ ] EMPL_ANH_FLAG N

‘Security Phrase - Claiming EMPL_DAR_FLAG N

Fingerprint Data - Claiming EMPL_LOW_FLAG N

Accepted AUP O EWPL_PO_FLAG Y
Accountwas Claimed O EMPL_WOR_FLAG N

‘Confirm Security Phrase - 'HCM Directory Publish

Claiming Fiag <

@ Localinranct| Protected Mode: On

@

#100%



 

	Step
	Action

	1.  
	Begin by navigating to the Resource Profile page.

Click the You can view additional details about this user list.
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	2.  
	Click the Resource Profile list item.
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	Step
	Action

	3.  
	Click the Edit link.
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	Step
	Action

	4.  
	Use the OID User window to update the user's permission lists and access flags.

Important:  The only fields you can edit on this page are the permission lists, access flags, and roles.  All other user data is read-only.

	5.  
	Click the Vertical scrollbar.



	6.  
	Click the View Lookup Details button next the appropriate Access Flag field.
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	7.  
	Use the Select Access Flag window to select the appropriate access flag.  

If the value you want to use does not display on the first page, you can either search for the value or click the Next>> link at the bottom of the window to scroll through the values.
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	Step
	Action

	8.  
	You want to override the HCM Access Flag.

Click the O option.
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	9.  
	Click the Select button.
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	10.  
	Click the Save button.
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	11.  
	Congratulations!  You have successfully overridden an application access flag.

End of Procedure.


Granting a Role to a User

Use the Resource Profile page to access the user's OID resource information.  You can add or update a user's permission lists, application access flags, or roles.

 

You can add or remove a user group.  In this topic, you will add a user group to the user's OID resource information; this process grants a role to a user.

 

Procedure

Consider this scenario:
Your goal is to grant a role to a user.

Key Information:
Role:  FS_PSOFTUSER
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	Step
	Action

	1.  
	Begin by navigating to the Resource Profile page.

Click the You can view additional details about this user list.
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	2.  
	Click the Resource Profile list item.
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	Step
	Action

	3.  
	Click the Edit link.
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	Step
	Action

	4.  
	Use the OID User window to update the user's permission lists, access flags, and roles.

Important:  The only fields you can edit on this page are the permission lists and access flags.  All other user data is read-only.

	5.  
	Click the You can view additional details about this user list.
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	6.  
	You want to update the user's OID User Group information.

Click the OID User Group list item.
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	Step
	Action

	7.  
	The OID User Group page displays the user's current groups.

In this example, the user currently has no existing user groups.

	8.  
	Click the View Lookup Details button.
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	Step
	Action

	9.  
	Use the Select Group Name window to select the appropriate user group.  

If the value you want to use does not display on the first page, you can either search for the value or click the Next>> link at the bottom of the window to scroll through the values.

	10.  
	In this example, you'll search for a user group by Description.

Click the Filter By list.
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	11.  
	Click the Description list item.
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	12.  
	You can enter a descriptive word in the Filter By field.  You can also use wildcards to retrieve results. 

In this example, you'll use a wildcard.

	13.  
	Enter the desired information into the Filter By field. 

Enter "*PSOFT*".

	14.  
	Click the Go button.
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	Step
	Action

	15.  
	Your search results display.

In this example, you are looking for a value the following Description:  FS_PSOFTUSER.

	16.  
	Click the FS_PSOFTUSER option.
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	17.  
	Click the Select button.
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	Step
	Action

	18.  
	Click the Add button.
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	Step
	Action

	19.  
	The new user group has been added to the OID User Group window.

Note that you now have the option to Update or Remove the user group.

	20.  
	Simply repeat the previous steps from Step 8 to continue adding additional roles.
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	Step
	Action

	21.  
	Once you have completed adding roles to a user, you can close out of the UID User Group window.

Click the Close button.
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	22.  
	Congratulations!  You have successfully granted a role to a user.

End of Procedure.


Revoking a Role from a User

Use the Resource Profile page to access the user's OID resource information.  You can add or update a user's permission lists, application access flags, or roles.

 

You can add or remove a user group.  In this topic, you will revoke a user group on the user's OID resource information; this process grants a role to a user.

 

Procedure

Consider this scenario:
Your goal is to revoke a role from a user.

Key Information:
User Role:  FS_PSOFTUSER
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	Step
	Action

	1.  
	Begin by navigating to the Resource Profile page.

Click the You can view additional details about this user list.
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	2.  
	Click the Resource Profile list item.
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	Step
	Action

	3.  
	Click the Edit link.
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	Step
	Action

	4.  
	Use the OID User window to update the user's permission lists and access flags.

Important:  The only fields you can edit on this page are the permission lists, access flags, and roles.  All other user data is read-only.

	5.  
	Click the You can view additional details about this user list.
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	6.  
	Click the OID User Group list item.
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	Step
	Action

	7.  
	The OID User Group page displays the user's current groups.

In this example, there is one user group associated with the user.

	8.  
	You want to revoke the user group.

Click the Remove option.
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	9.  
	Click the Remove button.
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	Step
	Action

	10.  
	The OID User Group page no longer displays the user groups.
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	Step
	Action

	11.  
	Click the Close button.
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	12.  
	Congratulations!  You have successfully revoked a role from a user.

End of Procedure.


Running Reports

In this lesson, you will learn how to run a SAM Group Membership Report.

Running the SAM Group Membership Report

Use the Operational Reports page to run the SAM Group Membership Report.

 

In this example, you will run a SAM Group Membership Report to find the current list of UMass Role Grant Administrators.

 

Procedure

Consider this scenario:
Your goal is to run the SAM Group Membership Report.

Key Information:
Group Name:  UMass Role Grant Administrator
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	Step
	Action

	1.  
	Begin by navigating to the Operational Reports page.

Click the Reports link.
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	2.  
	Click the Operational Reports link.
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	Step
	Action

	3.  
	The Operational Reports page lists all operational reports that you can run.

In this example, you have access to the Group Membership report.  You will use this report to generate the SAM Group Membership Report.

	4.  
	Click the Group Membership link.
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	Step
	Action

	5.  
	Use the Input Parameters page to identify the search parameters for your report.

	6.  
	You want to select a specific Group Name.

Click the View Lookup Details button.

[image: image106.png]






 

[image: image107.png]8 htpsi/sm-tstucolaboratenet/Zmethod=Lookup-By +APl&ookupAPL. L= 1)

[l | setectGroup Name
Selectthe value to use in the field.

Fitter By: Group Name - o

Group Name

oD Users Clear
‘Approval Admin

PO Auto Prov Test

B80S Auto Prov Group.

LOW Auto Prov Group

Low Alas

LOW EMPL Approval Prov Test
LOWELL_APPROVER

LOW Exchange Denied
LOW_APPROVER

000000000600

@ Loclintrane Protected Mode On G- mu0w -

Tput



 

	Step
	Action

	7.  
	The Select Group Name displays all existing group names.

You can select a Group Name from the current group names displayed, click the Next>> button to find the group name, or search for the group name.

In this example, you will search for the Group Name by entering a wildcard.

	8.  
	Enter the desired information into the Filter By field. 

Enter "UMASS*".

	9.  
	Click the Go button.
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	10.  
	The search results display.

You want to select the UMass Role Grant Administrator value.

	11.  
	Click the UMass Role Grant Administrator option.
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	12.  
	Click the Select button.
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	Step
	Action

	13.  
	Click the Submit button.
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	Step
	Action

	14.  
	The SAM Group Membership Report displays.

	15.  
	Congratulations!  You have successfully run the SAM Group Membership Report.

End of Procedure.
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